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GLENN B. McCORMICK 
Acting United States Attorney 
District of Arizona 
JENNIFER A. CORBET 
Assistant U.S. Attorney 
California Bar No. 208241 
Two Renaissance Square 
40 N. Central Ave., Suite 1800 
Phoenix, Arizona  85004 
Telephone:  602-514-7500 
Email: Jennifer.Corbet@usdoj.gov 
Attorneys for Plaintiff 
 

IN THE UNITED STATES DISTRICT COURT 
 

FOR THE DISTRICT OF ARIZONA 
 
 
United States of America, 
 
  Plaintiff,  
 
 v.  
 
Jacob Matthew Medina, 
 
  Defendant. 
 

 
CR 19-00329-01-PHX-DLR 

 
UNITED STATES’ SENTENCING 

MEMORANDUM AND RESPONSE 
TO DEFENDANT JACOB MATTHEW 

MEDINA’S OBJECTIONS TO 
PRESENTENCE INVESTIGATION 

REPORT 
 

 
 The United States of America, by and through its counsel of record, the United 

States Attorney for the District of Arizona, respectfully submits the following Sentencing 

Memorandum and Response to defendant Jacob Matthew Medina’s Objections to 

Presentence Investigation Report (ECF 127).   

I.  The Government Has No Objections to The Presentence Report  

Counsel for the United States has reviewed the Presentence Investigation Report 

(“PSR”) and has no objection to the factual information contained in the PSR.  

Additionally, the government has no objection to the guidelines calculation proposed in 

the PSR (shown below with the U.S.S.G. 3E1.1 adjustment): 

 Base Offense Level:  30 [U.S.S.G. 2D1.1(a)(5), (c)(5)] 

 Dangerous Weapon:  +2 [U.S.S.G. 2D1.1(b)(1)] 

Mass-marketing by means 
of interactive computer  
service:    +2 [U.S.S.G. 2D1.1(b)(7)] 
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 Misrepresentation of fentanyl: +4 [U.S.S.G. 2D1.1(b)(13)] 
 
 Acceptance:     -3 [U.S.S.G. 3E1.1] 
 
 Total Offense Level:   35 
 
II. Government’s Response to Defendant’s Objections 

Defendant objects in his supplemental sentencing position (ECF 127, hereinafter 

“Def. Obj.”) to two aspects of the Probation Officer’s guidelines calculation: an 

adjustment for making misrepresentations regarding the drugs he sold over the dark web, 

and assessments of criminal history points for his prior convictions.  Because the PSR’s 

guideline calculations properly account for the nature and scope of defendant’s criminal 

conduct in the instant offense, the Court should overrule defendant’s objections. 

A.  Medina Offered Illegal Drugs on The Dark Web 

Defendant sought out the cover of the dark web to operate an illicit enterprise 

selling dangerous drugs to individuals throughout the United States. Defendant, calling 

himself “ghost831,” advertised heroin, methamphetamine, and oxycodone for sale on the 

“Dream Market” over a period than spanned 2017 to 2019. 

Defendant’s activity on the Dream Market, an internet site accessible only on the 

dark web, began in December 2017, as established by his vendor profile.  (Exhibit A, 

USPIS report.)  The profile for ghost831 lists ghost831’s “join date” as December 19, 

2017.  (Ex. A at Bates 872.)  Under the “Terms and conditions” page of the profile, 

ghost831 stated the following: “Hello My fellow Dream community, im ghost. a New 

vendor on Dream but not a new vendor to the DM world. i can supply many things at a 

very great price. . . . I have nothing but great quality stuff and I cannot wait to start doing 

business with all of you.”  (Ex. A at 873.)  Ghost831’s statement about not being a new 

vendor on the dark web was confirmed by the information that law enforcement obtained 

about defendant’s activity on the dark web, as summarized in paragraph 9 of the PSR.  

That investigation found that ghost831 was first registered October 17, 2012 on the dark 

web.  (PSR ¶ 9.)   
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On the Dream Market, the vendor site for ghost831 was registered to defendant-- 

which defendant confirmed by fulfilling orders placed in response to his dark web listings 

for illegal drugs.  For example, on November 30, 2018, undercover investigators 

conducted an undercover purchase of 3.5 grams of heroin from ghost831’s listings.  (PSR 

¶ 5.)   Defendant filled this order on December 4, 2018, mailing the heroin from the 

Glendale, Arizona, Arrowhead Post Office, using a pre-paid visa card as payment.  (PSR 

¶¶ 6-7.)  Later that month, undercover investigators again ordered drugs, this time 

methamphetamine, from ghost831.  (PSR ¶ 10.)  Defendant again fulfilled the order.  

(Exhibit B, report of fingerprint analysis.)  At the time of the second undercover 

purchase, investigators documented defendant’s offerings on his vendor page.  (Ex. A at 

875.)  The listings included the following:  

• “3.5 Gram High Quality Black Tar Heroin $260.00” (corresponding to the 
November 2018 undercover purchase); 

• “1 Gram 90+% Methamphetamine $50.00” (corresponding to the 
December 2018 undercover purchase); 

• “Oxycodone 30MG M-Box (Pressed)” 
 

(Id.)  On his site, ghost831 described his methamphetamine and heroin as “high quality” 

and said that the oxycodone was “powerful stuff.”  (Ex. A at 873.)   

The description of ghost831’s oxycodone as “30MG M-Box” is significant 

because it indicates a manufacturer’s trade mark (Mallinckrodt Pharmaceuticals) for a 

pharmaceutical tablet that contains 30 mg of oxycodone hydrochloride.  (See Exhibit C, 

USPIS laboratory report, at Bates 664.)  When legitimate, this tablet is blue and has the 

letter “M” inside a box on one side; however, these pills are often counterfeited and 

found to have fentanyl, as was the case with defendant’s pills (id.).  Although ghost831 

told dark web shoppers that he was offering oxycodone pills containing 30 mg of 

oxycodone, those pills in fact contained fentanyl, as confirmed by laboratory testing of 

the M30 pills recovered from defendant’s residence and from mailed packages in March 

2019.  (PSR ¶¶ 13, 14, 15; Ex. C (finding that that the light-blue, round, tablets impressed 

with “M” on one side and “30” on the scored side contained fentanyl).)  In addition, the 
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search of the residence and defendant’s arrest caused an attempted UC drug purchase 

from ghost831 to be aborted by support—further confirming defendant’s identity as 

ghost831.  (See PSR ¶ 18; Exhibit D, USPIS report1, at Bates 229 & 234.)      

At the time that defendant’s residence was searched in March 2019, investigators 

again captured the ghost831 vendor page on the dark net, and it showed that defendant 

had continued to offer “oxycodone” pills.  (Ex. D at 232.)  The listings on the vendor 

page no longer included methamphetamine (as offered in December 2018), but still 

offered “BTH” (black tar heroin) and “Oxycodone 30MG M-Box.”  (Id.)  There were 

multiple oxycodone listings by ghost831, one with the notation “LVL 3.”  (Id.)  

Investigators found numerous bags of counterfeit blue M30 pills in defendant’s residence, 

including a bag marked “Lvl 3.”  (Exhibit E, evidence photograph.)  

As it had previously, the ghost831 vendor profile page discussed the drugs that 

defendant was offering, including the representation that the heroin was “high quality.”  

(Ex. D at Bates 230.)  The vendor page also had the following statement: 

FYI those that say these are fentanyl. . THEY ARE NOT! 

(Id. (punctuation and capitalization in original).)  This denial was repeated elsewhere on 

the vendor profile.  (Id.)    

B.  Defendant’s Sentence Should Reflect His False Representations that He 

Was Selling Oxycodone 

The PSR increased defendant’s guideline offense level pursuant to 2D1.1(b)(13), 

which provides an adjustment if the defendant knowingly misrepresented or knowingly 

marketed a substance containing fentanyl (or a fentanyl analogue) as another substance.  

(PSR ¶ 30.)  Defendant claims that the enhancement should not be applied to him 

because: (1) there is insufficient evidence that he made any knowing misrepresentations 

or marketing; and (2) the purchasers of the pills that defendant distributed knew what was 

 
1  Although the USPIS March 2019 data captured the ghost831 vendor site as of March 6, the 
vendor page noted that the vendor was last active “two days ago,” which is consistent with 
activity by defendant prior to his arrest on the day of the search warrant at his residence.  (Ex. D 
at Bates 229.)  
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in the pills.  (Def. Obj. 15-17.)  These claims are not supported by the evidence in this 

case and should be rejected. 

First, the ghost831 vendor page on the dark web clearly sold the M30 pills as 

“oxycodone.”  Every listing of oxycodone by ghost831 provided the full name of the 

drug being offered--and went even further by describing a purported trade inscription 

(“M-Box”) and a purported amount (“30MG”).  Defendant was found with hundreds (if 

not thousands) of M30 pills at his residence, and he and his co-defendant mailed even 

more M30 pills.  (See e.g., Exhibits E, F, G, evidence photographs.)  Yet none of the pills 

recovered by law enforcement contained oxycodone hydrochloride.  (Ex. C.)  None of the 

M30 pills were diverted pharmaceutical tablets.  The M30 pills possessed and distributed 

by defendant were entirely counterfeit.  The evidence in this case demonstrates that 

defendant was “ghost831,” as he had not only the drugs and significant drug proceeds 

($31,000 cash) at his residence, but also pill press components, binder agent, packaging 

supplies and extensive customer lists.  (PSR ¶¶ 14, 20.)  The evidence proving that 

defendant was ghost831 also includes the undercover purchases (PSR ¶¶ 5-7, 10), as well 

as the fentanyl overdose by the ghost831 customer whose address was found at 

defendant’s residence (PSR ¶¶ 12, 14 (regarding overdose victim C.K.)).   

Defendant attempts to divert the inquiry from his own knowledge by pointing to 

one customer who stated--after a friend’s fatal fentanyl and cocaine overdose--that the 

customer knew that the pills he purchased from ghost831 and provided to his friend were 

counterfeit oxycodone.  (Def. Obj. 15-16; see PSR ¶ 11 (recounting investigation of 

overdose death of victim V.K.).)  As a threshold matter, defendant fails to identify any 

action he undertook to cause this single customer to form the opinion that he pills that he 

received were counterfeit oxycodone, especially in light of the pills being listed as 

“oxycodone.”  But more importantly, defendant’s argument misses the point of the 

adjustment, which is a defendant’s knowledge, not that of his customers.  In explaining 

its rationale for adding the misrepresentation adjustment to 2D1.1, the Sentencing 

Commission stated: 
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The Commission learned that while fentanyl has long been a drug of abuse, 
there are several indications that its abuse has become both more prevalent 
and more dangerous in recent years. . . . The Commission received 
testimony and other information indicating that fentanyl and its analogues 
are often trafficked mixed with other controlled substances, including 
heroin and cocaine. In other instances, fentanyl is placed in pill or tablet 
form by drug traffickers. Although some purchasers of these substances 
may be aware that they contain fentanyl (or even seek them out for that 
reason), others may believe that they are purchasing heroin or 
pharmaceutically manufactured opioid pain relievers. 
 
Because of fentanyl’s extreme potency, the risk of overdose death is great, 
particularly when the user is inexperienced or unaware of what substance 
he or she is using. To address this harm, the amendment adds a new specific 
offense characteristic at §2D1.1(b)(13) to provide for a 4-level increase 
whenever the defendant knowingly misrepresented or knowingly marketed 
as another substance a mixture or substance containing fentanyl or a 
fentanyl analogue. 

 
USSG App. C, amendment 807 (Reason for Amendment) (2018).  Here, defendant’s 

listings and sales of counterfeit oxycodone pills were linked to the kind of harm discussed 

by the Commission.  Victims C.K. and V.K. suffered fatal overdoses involving fentanyl.2   

 Though the adjustment does not require a defendant to have knowledge of actual 

overdoses by his customers, there was at least one overdose discussed on the feedback 

section of defendant’s dark web vendor site.  In particular, one of ghost831’s customers 

had posted: “Timely shipping. but I had a gal OD on one pill.”  (Exhibit H, USPIS report, 

at Bates 693.)  Other parts of the vendor site show that defendant had actual knowledge 

that some of customers believed that the pills he sold contained fentanyl, causing him to 

post denials that the pills contained fentanyl.   (Ex. D at Bates 230.)  The only pills sold 

on defendant’s vendor site were listed as oxycodone, and his fentanyl denials were false.  

The facts of defendant’s offense warrant the guidelines increase for his 

misrepresentations.  

 
 

2 Victim D.K., who overdosed but survived, was also linked to defendant’s dark web site.  (PSR 
¶ 19.)  
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 C.  Defendant’s Criminal History Should Reflect His Relevant Conduct 

In his supplemental sentencing position, defendant objects to calculations 

pertaining to his oldest criminal conviction and his most recent.  (Def. Obj. 17-21.)  

Because they both rest on a misapprehension of his relevant conduct, they should be 

overruled.   

According to defendant’s sentencing position, his criminal conduct in this case 

commenced in November 2018 “at the earliest.”  (Def. Obj. 18.)  Therefore, he objects to 

the assignment of points for his juvenile conviction (PSR ¶ 39), and for committing the 

instant offense while under a criminal justice sentence for a prior conviction (PSR ¶ 44).  

The Guidelines, however, make clear that, for the purpose of calculating criminal history, 

a defendant is responsible for all relevant conduct of a defendant’s offense, not just 

offense conduct that takes place after law enforcement first encounters a defendant.   

In terms of the relevant guidelines provisions for these criminal history 

calculations, each one has an application note that specifies that the analysis of the 

“instant offense” includes “relevant conduct” as defined in the guidelines.  See U.S.S.G. 

§ 4A1.1(d) and Application Note 4; U.S.S.G. § 4A1.2(d)(2)(B) and Application Note 8.  

Section 1B1.3(a)(1)(A) states that that relevant conduct includes “all acts and omissions 

committed, aided, abetted, counseled, commanded, induced, procured, or willfully caused 

. . . by the defendant that occurred during the commission of the offense of conviction, in 

preparation for that offense, or in the course of attempting to avoid detection or 

responsibility for that offense.”  Here, defendant does not dispute the PSR’s factual 

statements in paragraph 9 describing his conduct prior to November 2018, but he 

contends that the earlier conduct did not involve illegal activity, and that he was 

incarcerated for a period of time and could not have participated in the instant offense; 

however, neither of these assertions preclude the conduct from occurring during the 

offense or in preparation for the offense.  Relevant conduct does not require that the 

defendant’s acts be illegal or be admitted by the defendant.   
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In addition to the facts set forth in Paragraph 9 and discussed above, the 

documentation of defendant’s dark web vendor site shows that he became active on the 

Dream Market on December 19, 2017. (Ex. A at Bates 872.)  The vendor information 

documented in late 2018 also showed that in the approximate year that he had been on the 

Dream Market, ghost831 had been reviewed by 110 customers, with a rating of 4.96 (out 

of 5 stars).  Defendant offered only illegal drugs for sale when on the Dream Market, and 

his other activity during that time, such as the purchase of binding agent (PSR ¶ 9), is 

consistent with him fulfilling drug orders.  Employing a conservative analysis, 

defendant’s offense in the instant case commenced on December 19, 2017.  If the Court 

were to use this date, it could still find that the earlier activity was in preparation for the 

instant offense.  If the Court does not so find, it should still overrule defendant’s 

objection to the finding (PSR ¶ 44) that defendant committed the instant offense while 

under community supervision in connection with his 2014 state drug felony (PSR ¶ 22).  

As such, defendant’s criminal history category would still be IV.  

Government’s Sentencing Recommendation 

The investigation in this case revealed that defendant was a prolific dark web 

vendor who used the pseudonym “ghost831” to advertise illegal drugs for sale through 

the US Mail.  Defendant’s offense conduct is even more concerning because it was not 

defendant’s first drug crime--it began after defendant finished serving a three-year prison 

sentence for another drug crime.  Taking at face value defendant’s claimed history of 

substance abuse, the government finds any mitigation of this personal history is offset by 

the increased risk that defendant will reoffend after he is released from custody.  The 

government acknowledges defendant’s family support and hopes that the support will 

facilitate defendant’s rehabilitation.  With respect to an appropriate sentence, and in 

recognition of the facts of this case, the government recommends that defendant be 

sentenced to 204 months imprisonment, to be followed by five years of supervised 

release under the conditions proposed by the Probation Officer. 
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For the reasons stated above, and pursuant to the records and files of this case, the 

government respectfully requests that the Court accept the plea agreement at the time of 

sentencing, overrule defendant’s objections motion for a variance, and sentence defendant 

to a custodial term not greater than 204 months. 

Respectfully submitted this August 30, 2021. 

GLENN B. McCORMICK 
Acting United States Attorney 
District of Arizona 
 
 /s/ Jennifer Corbet 
JENNIFER A. CORBET 
Assistant U.S. Attorney 
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CERTIFICATE OF SERVICE 

I hereby certify that on August 30, 2021, I electronically transmitted the attached 

document to the Clerk's Office using the CM/ECF System for filing a copy to the following 

CM/ECF registrant: 

             Joshua Kolsrud, attorney for the defendant; 

and by email to Kristin Braley, United States Probation Officer. 

By:  /s/ Jennifer Corbet 
           U.S. Attorney’s Office    
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ACTIVITY/INVESTIGATION REPORT 
1. TYPE 
☒ a. ORIGINAL ☐ b. CONTINUATION ☐ c. SUPPLEMENT 

2. CASE # 

 

2a. PROGRAM 
PMN 

3. TYPE OF ACTIVITY OR NVESTIGATION 
 Undercover methamphetamine purchase from “ghost 831” 

4. ACTIVITY DATE   
12/19/2018 

5. INSPECTOR | WRN 
A. BRANDON - 6151    

6. ADDRESS OF ACTIVITY / INVESTIGATION 
  Phoenix, AZ 85032 

7. OTHER PERSONNEL 
Postal Inspectors Kaminski, McClamrock, and Shepard 

8.
  S

U
BJ

EC
T 

PA
R

C
EL

 

ADDRESSES AND TRACKING INFORMATION 

TRACKING # 
  

POSTMARK DATE 
12/31/2018 

ACCEPTANCE ZIPCODE/CITY 
  

WEIGHT 

  
POSTAGE $ 
 $1.00 

Sender Name, Number, Street, Apt. No., City and State 
 Gift card LLC, 6409 N. Scottsdale Rd., Scottsdale, AZ 85253 
Addressee Name, Number, Street, Apt. No., City and State 
  

9. SUMMARY OF INVESTIGATION 
  
10. NARRATIVE 

On December 19, 2018, Postal Inspector Brandon, acting in an undercover capacity, assessed Dream Market, an 
online darknet market, in anticipation of conducting an undercover purchase of methamphetamine from the moniker 
“ghost 831.”  Postal Inspector Brandon utilized the cryptocurrency Bitcoin (“BTC”) to purchase the controlled 
substance.  The approximate exchange rate of one BTC on December 19, 2018 was approximately $3,702.08 U.S. 
currency (“USC”). 
 
The vendor information for ghost 831 listed a join date of December 19, 2017 and the last activity was on December 
19, 2018 (today). 

 
Under the “Terms and conditions” section, ghost831 listed the following: 
 

U.S. vs. Jacob Matthew Medina, et. al. 000872
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Under the “Public PGP key” section, ghost831 listed the following Pretty Good Privacy (“PGP”) key: 
-----BEGIN PGP PUBLIC KEY BLOCK----- 
 
 
 
mQENBFvVDLcBCACfx+ydYDJ3jGPDIgySl86ijf2jUuGyU6kjQpwVkVVXC8VCzReS 
 
BKDie2QuF+pME6ieruD62uzXRX3SABkO5pTj4160HEYZtx3V+/F9WiQnlx6EN/jO 
 
9/1qUJArMODSMIbklLHPQ67+YT8dumDSC9ghJ/c4iFPC6yQKbyhhGkYwSZTDRGp3 
 
nAbhTgkhbPq/fcONURFg4EsJz6Qe2Nt60rGnEbIxOCKxEfjXkkxX8wsgpsdOLJcD 
 
KX4g69cRip5nuBc8mAGMuxw+t5ibWTkCIk4+y00dgX8XUoK3+EpN+XG47jdr5gCC 
 
woxt/hXryWwO5Lpssj5RAaYXbrEmPMMZJAoJABEBAAG0FEdob3N0IDxHaG9zdEBN 
 
TS5jb20+iQFOBBMBCAA4FiEEtW0RIPuvuoOlROAnT5kKlTaqrPYFAlvVDLcCGwMF 
 
CwkIBwIGFQoJCAsCBBYCAwECHgECF4AACgkQT5kKlTaqrPZIUQf/aUOv04U6SAaR 
 
HjLaaLb58aCQUZSN+Id/X43hN9S8S5bSaid+Qb4PtlOsvLMr7eUblJe4RcsR0H/c 
 
tMEbWhe9aWoJq3dgNJ0jqcR8MRpMIY2vIylHsua9xUlqGIe1CvTBt+fNio3Br5yr 
 
9madd9+LQpiVJ/65U7QDBXq6Jy2vppYKNfqxoLyl9H5aqTSTFsfNoi82/tTS8H4i 
 
amA7r+KQ+bXEfvdbkpdZJl70ihSvljY1UHP4twvbK9TVz302rjYKcCE6kD1uR/bW 
 
BUZq1F+yTISGFJoR6Yj0e9mFagKNeEzKNCaK5uNMqlGqVmL1sPL5wPs4csBRRq/8 
 
QNAl2fQ1erkBDQRb1Qy3AQgAuLnRhTEnfh6j1DINWAUWbLsNbv5inpgRu6JZl2+c 
 
udOaKmKki11A9bB/47mWUSDGulNmuMRAuNQSRf5hbivtB930QkFgI55gFrpg5RC1 
 
fpu4wTg0lzz2nTEn/7MUIudR3LN+jFdEZGd/MCT/mkGBxfJuJiXWI/QO9rDSDgdM 
 
Z0GtuhAqOOX8wDFYFQB+rMJil+Sl7rbh/jnDTbHsay+lDIP8PpI6xW6ZtlrsIYy/ 
 
HtplBAu587w65UFxEN7+fx+AH2ak1/7Iu2v5iKO1NiRx8O5h4TKJwk9Zy3VsHqjn 
 
OwCCN3wjFOBmzsW9a9HaknlIhDzlo1sWkc55l0awLmRNJQARAQABiQE2BBgBCAAg 
 
FiEEtW0RIPuvuoOlROAnT5kKlTaqrPYFAlvVDLcCGwwACgkQT5kKlTaqrPaAvwf+ 
 
Lv3PhvEvwEaZ/mvinSCgXWRPTBQdzIFpP8bkegjgRI3Rq5LvFAQg3NwOoflcDxm/ 
 
aTwB9ua2K81M5NgrdwKT+RpmO5RilOh7h/djhnC7nxbW6rZI5EdCgi8K8sjtzpus 
 
yldA5ExV0rVrbi4w0kdlJnQPlMFzp7K5lnVOtdbWFla7bqIqicWV3DW6oCkT73kU 
 
BrMABc+pQ46CNTIW9aWAgEUT42ezd6bf8mRzgRpPcuLtDfmmbJZPVd3+TK9YXi6N 
 
E/fnzYdRQ3Ff/xqDEgIyaG3gYOISbvA97tvKvUFrn9VMDsUGhTR9vyDABD02fF8b 
 
kUhx/syTB/bMQz34xgNryw== 
 
=LDX8 
 
-----END PGP PUBLIC KEY BLOCK----- 
 
Under the “Listings from ghost831” section, ghost831 listed heroin, methamphetamine, and oxycodone for purchase. 

U.S. vs. Jacob Matthew Medina, et. al. 000874
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On December 19, 2018, Postal Inspector Brandon, acting in an undercover capacity, purchased one gram of 
methamphetamine from the moniker, ghost831.  The purchase was for one order (one gram) of “1 Gram 
90+%Methamphetamine,” with a unit price of 0.03184 BTC ($50.00 USC), with a USPS Priority shipping price of 
0.00266 BTC.  The total price for one gram of methamphetamine plus shipping was 0.0165 BTC ($62.00 USC).  The 
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CASE # 
2729508-
PMN  

PROGRAM 
PMN 

INSPECTOR |  WRN 
  A. BRANDON - 6151 

E/SIGNATURE 
S/   ANDREA BRANDON 

DATE 
1/14/2019 
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      AN ASCLD/LAB - International ACCREDITED TESTING LABORATORY SINCE DECEMBER 8, 2014 

material was 0.2155 ± 0.0009 gram.  A sample of the material from each item was analyzed and 
each was found to contain fentanyl (“salt form” undetermined) and 4-ANPP. 

Exhibit 15 consists of a plastic bag containing two (2), light-blue, round, biconvex tablets 
impressed with "M" on one side and a "30" on the scored side. The total net weight of the tablet 
material was 0.2140 ± 0.0009 gram.  A sample of the material from each item was analyzed and 
each was found to contain fentanyl (“salt form” undetermined) and 4-ANPP. 

Exhibit 16 consists of a plastic bag containing four (4), light-blue, round, biconvex tablets 
impressed with "A" over "215" on the scored side and were plain on the other side.  The total 
net weight of the tablet material was 0.3459 ± 0.0009 gram.  A sample of the material from each 
item was analyzed and each was found to contain cocaine (“salt form” undetermined) and 
N-ethylhexedrone.

Exhibit 17 consists of a plastic bag containing two (2), light-blue, round, biconvex tablets 
impressed with "M" on one side and a "30" on the scored side. The total net weight of the tablet 
material was 0.2078 ± 0.0009 gram.  A sample of the material from each item was analyzed and 
each was found to contain fentanyl (“salt form” undetermined) and 4-ANPP. 

Exhibit 18 consists of a plastic bag containing four (4), light-blue, round, biconvex tablets 
impressed with "M" on one side and a "30" on the scored side.  The total net weight of the tablet 
material was 0.4133 ± 0.0009 gram.  A sample of the material from each item was analyzed and 
each was found to contain fentanyl (“salt form” undetermined) and 4-ANPP.  One tablet was 
also found to contain delta-9-tetrahydrocannabinol (D-9-THC) and another was found to contain 
cocaine (“salt form” undetermined). 

Seventeen (17) of the twenty (20) tablets examined also contained acetaminophen.  

The fentanyl, FUB-AMB, 4-ANPP, cocaine and D-9-THC found in exhibits 12 through 18, were 
identified by gas chromatography (GC) and mass spectrometry (MS).  The N-ethylhexedrone 
found in exhibits 12 and 16 was identified by GC/MS.  The heroin hydrochloride in Exhibit 11 
was identified using infrared spectroscopy, GC and MS.  All reported uncertainties are based 
upon k=2, at a 95% confidence level.   

REMARKS: 
The tablets covered by this report appear to be illicitly made because their contents do not 
match that of the licit tablets as described in the following: 

Visual examination of the physical characteristics, of the “M” / “30” tablets, including shape, 
color, and manufacturer's markings is consistent with a pharmaceutical preparation 
containing oxycodone hydrochloride, 30 mg, manufactured by Mallinckrodt Pharmaceuticals.  

Visual examination of the physical characteristics, of the “A / 215” tablets,  including shape, 
color, and manufacturer's markings is consistent with a pharmaceutical preparation 
containing oxycodone hydrochloride, 30 mg, manufactured by Actavis Pharma, Inc.   

N-ethylhexedrone is a homologue of N-ethylbuphedrone, which is a DEA Schedule I substance.
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A number of other substances of interest were also indicated (but not confirmed) throughout. 
Exhibit 12 gave indications of flualprazolam (also known as 2’-fluorodiazepam). 
Exhibit 16 gave indications of: 4-chloro-α-PVP (also known as 4-chloro-α-Pyrrolidinopentio-
phenone) and diclazepam (also known as 2'-chlorodiazepam) in three of the four tablets.  

EXHIBITS: 
Exhibits 11, 12, 13, 14, 15, 16, 17, 18, received in this laboratory on March 8, 2019, are being 
returned with a copy of this laboratory report via Registered Mail. 

Telephone: 703-406-7128 
Fax: 703-406-7115 

       Barcode   Exhibit Number   Description 
IS0001398981 11 APPROXIMATELY 647.3 GRAMS OF HEROIN 

IS0001451889 12 

Approximately 4gg of blue pills (sample) stamped "M30."  Taken 
from IS0001399005. 
Split from: (Parent Evidence Bar Code Number IS0001399005).  
Split By USPIS\AMBrandon On 3/7/2019 
   Original Parent Amount: 
   Split Amount: 
   Updated Parent Amount: 
   Original Parent Measurement Value:13.1 
   Split Measurement Value:4 
   Updated Parent Measurement Value:9.10 

IS0001451891 13 

1gg of blue pills (sample) stamped "M30" in bag labeled "LVL-1."  
Taken from IS0001399043. 
Split from: (Parent Evidence Bar Code Number IS0001399043).  
Split By USPIS\AMBrandon On 3/7/2019 
   Original Parent Amount: 
   Split Amount: 
   Updated Parent Amount: 
   Original Parent Measurement Value:190.1 
   Split Measurement Value:1 
   Updated Parent Measurement Value:189.10 

IS0001451893 14 

1gg of blue pills (sample) stamped "M30" in bag labeled "LVL2 500."  
Taken from IS0001399043. 
Split from: (Parent Evidence Bar Code Number IS0001399043).  
Split By USPIS\AMBrandon On 3/7/2019 
   Original Parent Amount: 
   Split Amount: 
   Updated Parent Amount: 
   Original Parent Measurement Value:189.10 
   Split Measurement Value:1 
   Updated Parent Measurement Value:188.10 

IS0001451895 15 
1gg of blue pills (sample) stamped "M30" in bag labeled "LVL-3."  
Taken from IS0001399043. 
Split from: (Parent Evidence Bar Code Number IS0001399043).  
Split By USPIS\AMBrandon On 3/7/2019 
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   Original Parent Amount: 
   Split Amount: 
   Updated Parent Amount: 
   Original Parent Measurement Value:188.10 
   Split Measurement Value:1 
   Updated Parent Measurement Value:187.10 

IS0001451897 16 

4gg blue pills (sample) stamped "A215" taken from IS0001399022. 
 
Split from: (Parent Evidence Bar Code Number IS0001399022).  
Split By USPIS\AMBrandon On 3/7/2019 
   Original Parent Amount: 
   Split Amount: 
   Updated Parent Amount: 
   Original Parent Measurement Value:46.8 
   Split Measurement Value:4 
   Updated Parent Measurement Value:42.80 

IS0001451899 17 

1gg blue pills (sample) stamped "M30" taken from IS0001451509. 
 
Split from: (Parent Evidence Bar Code Number IS0001451509).  
Split By USPIS\AMBrandon On 3/7/2019 
   Original Parent Amount: 
   Split Amount: 
   Updated Parent Amount: 
   Original Parent Measurement Value:4 
   Split Measurement Value:1 
   Updated Parent Measurement Value:3.00 

IS0001451901 18 

4gg blue pills (sample) stamped "M30" taken from IS0001399011. 
 
Split from: (Parent Evidence Bar Code Number IS0001399011).  
Split By USPIS\AMBrandon On 3/7/2019 
   Original Parent Amount: 
   Split Amount: 
   Updated Parent Amount: 
   Original Parent Measurement Value:311.9 
   Split Measurement Value:4 
   Updated Parent Measurement Value:307.90 
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ACTIVITY/INVESTIGATION REPORT 
1. TYPE 
☒ a. ORIGINAL ☐ b. CONTINUATION ☐ c. SUPPLEMENT 

2. CASE # 
 

2a. PROGRAM 
PMN 

3. TYPE OF ACTIVITY OR INVESTIGATION 
Attempted Undercover Purchase from Dream Market vendor “ghost831” 

4. ACTIVITY DATE   
03/06/2019 

5. INSPECTOR | WRN 
D. BACKUS - 6636    

6. ADDRESS OF ACTIVITY / INVESTIGATION 
Arizona 

7. OTHER PERSONNEL 
 
8. SUMMARY OF INVESTIGATION  
Attempted Undercover Purchase from Dream Market vendor “ghost831” 
9. NARRATIVE 

On or about March 6, 2019, Postal Inspector Backus, acting in an undercover capacity, accessed the Dream Market, 
an online dark web marketplace, in anticipation of conducting an undercover purchase of pressed Oxycodone from 
the moniker “ghost831.” Postal Inspector Backus intended to utilize the cryptocurrency Bitcoin (“BTC”) to purchase 
the controlled substance. The approximate exchange rate of one BTC on March 6, 2019, was approximately 
$3,849.66 U.S. currency (“USC”).  
 
The vendor information for ghost831 listed a join date of December 19, 2017 and that the last activity was “2 days 
ago”.  

 
 
 
Under the “Terms and conditions” section, ghost831 listed the following: 
 
Lets keep this short clean and simple. 
 
1.) DO NOT MESSAGE US IF YOU HAVE NOT RECIEVED YOUR PACK IN 2-3 DAYS! DO MESSAGE US IF ITS 
BEEN OVER 7 DAYS! 
 
2.) WHEN YOUR ORDER IS MARKED SHIPPED. IT HAS BEEN DROPPED OFF, FROM THERE ITS OUT OF 
OUR HANDS AND WE DO NOT I REPEAT DO NOT HAVE ANY CONTROL OF WHEN THEY SCAN AND THROW 
YOUR PACK IN A PILE FOR WHERE ITS SUPPOSED TO GO STOP BUGGING AND ASKING IF IT WENT OUT 
TODAY OR ASKING IF WE CAN DROP OFF ON YOUR SPECIFIC TIME ITS ON OUR TIME AND NEVER WILL 
BE ON YOURS! BUT WE ARE QUICK AND PROMPT SO JUST TAKE A XANAX AND STOP BUGGING US 
ABOUT THAT! 
 
3.)IF YOU ORDER FROM US THERE IS ZERO REFUNDS UNLESS ITS DISCUSSED AND IF WE MESSED UP 
WHICH WE HAVE NOT. IF YOU ORDER MULTIPLE THINGS ITS ALL GOING IN THE SAME PACK DO NOT TRY 
TO SAY YOU DIDNT RECIEVE THE OTHER THING DONT PLAY US BECAUSE WE DONT PLAY YOU...WE ARE 
TRYING TO HAVE THE BEST SERVICE SO PLEASE RESPECT AND BE HONEST OTHERWISE WELL REJECT 
ALL YOUR NEXT ORDERS AND IGNORE. 
 
4.) ANYTHING UNDER 5 STARS YOU EAT ASSHOLE 
================================================================ 
PRODUCTS 
================================================================ 
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THE BEST PRESSES ON THE DM HANDS DOWN AND NOW OFFERING THREE DIFFERENT LEVELS with a 
crazy 4th level 
FYI those that say these are fentanyl..THEY ARE NOT! 
WE DONT CARE ABOUT YOUR TEST YOUR BS VIDEO WE KNOW THESE DO NOT CONTAIN FENT I REPEAT 
DO NOT. OPEN A DISPUTE WE COMPLY WITH MARKET RULES AND WOULDNT SELL THEM HERE WHEN 
WE COULD SELL THEM SOMEWHERE ELSE AND NOT BREAK THE RULES? JUST LETTING YOU KNOW. 
 
HIGH QUALITY BTH 
 
NO MORE ICE! 
 
COCAINE COMING SOON 
 
PRESCRIPTIONS WHEN WE GET THEM 
================================================================ 
DUMBASSES WHO WE WILL NOT SELL TO NOR ARE FULL OF SHIT 
 
SickToTheSoul - Claims we sell Fentanyl, Says he’s the most known reviewer with his 40 buys on market with a 4.5 
review lol and that he fent tested our weak batch and it came up positive, not only did he claim it said positive he 
said they were packed with it...funny I know on the weak batch. we test these ourselves they don’t contain fent 
multiple reviews with negative fent results and customer tests with negative results he’s trying to get us banned yeah 
we’re not having it bitch. 
 
molly42813 - full of shit says he recieved a opened package with nothing in it my ass and even asked to send the 
package back because he changed his mind after it was shipped fucking idiot 
================================================================ 
WE ONLY OFFER 2-3 DAY SHIPPING AND EXPRESS SHIPPING 
 
NOT ACCEPTING INTL ORDERS AT THIS TIME 
================================================================ 
OUTRO 
================================================================ 
WE ARE GHOST 
WE ARE HONEST 
WE ARE TRUSTWORTHY 
TAKE A CHANCE ON US YOU WILL NOT BE DISSAPOINTED... 
================================================================ 
UPDATES: 
3/3 
CHANGES COMING SOON ORDER WEAK WHILE YOU CAN THEY WONT BE AROUND MUCH LONGER ITS 
JUST HOW IT IS SOMETIMES THEY MIGHT MAKE A COMEBAK LATER BUT FOR NOW ORDER UP AND 
QUICK BECAUSE LIMITED STOCK! 
 
 
Under the “Public PGP key” section, ghost831 listed the following public Pretty Good Privacy (“PGP”) key, which was 
created on October 27, 2018 and associated with the name “Ghost” and with email address Ghost@MM.com.  
 
-----BEGIN PGP PUBLIC KEY BLOCK----- 
 
 
 
mQENBFvVDLcBCACfx+ydYDJ3jGPDIgySl86ijf2jUuGyU6kjQpwVkVVXC8VCzReS 
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BKDie2QuF+pME6ieruD62uzXRX3SABkO5pTj4160HEYZtx3V+/F9WiQnlx6EN/jO 
 
9/1qUJArMODSMIbklLHPQ67+YT8dumDSC9ghJ/c4iFPC6yQKbyhhGkYwSZTDRGp3 
 
nAbhTgkhbPq/fcONURFg4EsJz6Qe2Nt60rGnEbIxOCKxEfjXkkxX8wsgpsdOLJcD 
 
KX4g69cRip5nuBc8mAGMuxw+t5ibWTkCIk4+y00dgX8XUoK3+EpN+XG47jdr5gCC 
 
woxt/hXryWwO5Lpssj5RAaYXbrEmPMMZJAoJABEBAAG0FEdob3N0IDxHaG9zdEBN 
 
TS5jb20+iQFOBBMBCAA4FiEEtW0RIPuvuoOlROAnT5kKlTaqrPYFAlvVDLcCGwMF 
 
CwkIBwIGFQoJCAsCBBYCAwECHgECF4AACgkQT5kKlTaqrPZIUQf/aUOv04U6SAaR 
 
HjLaaLb58aCQUZSN+Id/X43hN9S8S5bSaid+Qb4PtlOsvLMr7eUblJe4RcsR0H/c 
 
tMEbWhe9aWoJq3dgNJ0jqcR8MRpMIY2vIylHsua9xUlqGIe1CvTBt+fNio3Br5yr 
 
9madd9+LQpiVJ/65U7QDBXq6Jy2vppYKNfqxoLyl9H5aqTSTFsfNoi82/tTS8H4i 
 
amA7r+KQ+bXEfvdbkpdZJl70ihSvljY1UHP4twvbK9TVz302rjYKcCE6kD1uR/bW 
 
BUZq1F+yTISGFJoR6Yj0e9mFagKNeEzKNCaK5uNMqlGqVmL1sPL5wPs4csBRRq/8 
 
QNAl2fQ1erkBDQRb1Qy3AQgAuLnRhTEnfh6j1DINWAUWbLsNbv5inpgRu6JZl2+c 
 
udOaKmKki11A9bB/47mWUSDGulNmuMRAuNQSRf5hbivtB930QkFgI55gFrpg5RC1 
 
fpu4wTg0lzz2nTEn/7MUIudR3LN+jFdEZGd/MCT/mkGBxfJuJiXWI/QO9rDSDgdM 
 
Z0GtuhAqOOX8wDFYFQB+rMJil+Sl7rbh/jnDTbHsay+lDIP8PpI6xW6ZtlrsIYy/ 
 
HtplBAu587w65UFxEN7+fx+AH2ak1/7Iu2v5iKO1NiRx8O5h4TKJwk9Zy3VsHqjn 
 
OwCCN3wjFOBmzsW9a9HaknlIhDzlo1sWkc55l0awLmRNJQARAQABiQE2BBgBCAAg 
 
FiEEtW0RIPuvuoOlROAnT5kKlTaqrPYFAlvVDLcCGwwACgkQT5kKlTaqrPaAvwf+ 
 
Lv3PhvEvwEaZ/mvinSCgXWRPTBQdzIFpP8bkegjgRI3Rq5LvFAQg3NwOoflcDxm/ 
 
aTwB9ua2K81M5NgrdwKT+RpmO5RilOh7h/djhnC7nxbW6rZI5EdCgi8K8sjtzpus 
 
yldA5ExV0rVrbi4w0kdlJnQPlMFzp7K5lnVOtdbWFla7bqIqicWV3DW6oCkT73kU 
 
BrMABc+pQ46CNTIW9aWAgEUT42ezd6bf8mRzgRpPcuLtDfmmbJZPVd3+TK9YXi6N 
 
E/fnzYdRQ3Ff/xqDEgIyaG3gYOISbvA97tvKvUFrn9VMDsUGhTR9vyDABD02fF8b 
 
kUhx/syTB/bMQz34xgNryw== 
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=LDX8 
 
-----END PGP PUBLIC KEY BLOCK----- 
 
Under the “Listings from ghost831” section, ghost831 advertised black tar heroin and pressed Oxycodone for 
purchase. 
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On or about March 6, 2019, Postal Inspector Backus, acting in an undercover capacity, placed an order for 30MG of 
pressed Oxycodone from the Dream Market vendor page associated with ghost831, with an order ID of 9858891. 
The purchase was for one order of “Oxycodone 30MG M-Box LVL 3 (Pressed)”, with a unit price of 0.00351 BTC 
($13.52 USC), and a shipping fee of 0.002597 BTC. The total price for of the pressed Oxycodone and shipping was 
0.0061 BTC ($23.52 USC). The shipping address provided to ghost831 was an undercover address controlled by 
members of the U.S. Postal Inspection Service, Denver Headquarters.  
 

 
 

 
CASE # 
2775689 

PROGRAM 
PMN 

INSPECTOR |  WRN 
  D. BACKUS - 6636  

E/SIGNATURE 
S/  Derek Backus 

DATE 
3/6/2019 
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ACTIVITY/INVESTIGATION REPORT 
1. TYPE 
☐ a. ORIGINAL ☒ b. CONTINUATION ☐ c. SUPPLEMENT 

2. CASE # 
 

2a. PROGRAM 
PMN 

3. TYPE OF ACTIVITY OR INVESTIGATION 
Attempted Undercover Purchase from Dream Market vendor “ghost831” 

4. ACTIVITY DATE   
03/08/2019 

5. INSPECTOR | WRN 
D. BACKUS - 6636    

6. ADDRESS OF ACTIVITY / INVESTIGATION 
 

7. OTHER PERSONNEL 
 
8. SUMMARY OF INVESTIGATION  
Attempted Undercover Purchase from Dream Market vendor “ghost831” 
9. NARRATIVE 

On or about March 8, 2019, Postal Inspector Backus, acting in an undercover capacity, accessed the Dream Market, 
an online dark web marketplace, to review the status of an undercover purchase of pressed Oxycodone from the 
vendor using the moniker “ghost831.”  NOTE: On or about March 6, 2019, Postal Inspector Backus, acting in an 
undercover capacity, placed an order for 30MG of pressed Oxycodone from the Dream Market vendor page 
associated with ghost831, with an order ID of 9858891. The purchase was for one order of “Oxycodone 30MG M-
Box LVL 3 (Pressed).”  
 
On or about March 8, 2019, at approximately 6:35 a.m. MST, Postal Inspector Backus became aware of a message 
stating that an order has been canceled. 

 
 
 
Upon reviewing the canceled order, Postal Inspector Backus was notified that order ID 9858891 was “Aborted by 
support,” and that the transaction was not completed. 
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Postal Inspector Backus conducted a Dream Market search for “ghost831,” with negative results.   

 
 
CASE # 
2775689 

PROGRAM 
PMN 

INSPECTOR |  WRN 
  D. BACKUS - 6636  

E/SIGNATURE 
S/  Derek Backus 

DATE 
3/8/2019 
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03/04/2019 Search Warrant Photos 15429 N 62nd Drive, Glendale, AZ 85306                                    2775689-PMN 
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03/04/2019 Search Warrant Photos 15429 N 62nd Drive, Glendale, AZ 85306                                    2775689-PMN 
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ACTIVITY/INVESTIGATION REPORT 
1. TYPE 
☒ a. ORIG NAL ☐ b. CONTINUATION ☐ c. SUPPLEMENT 

2. CASE # 
 

2a. PROGRAM 
CI2 

3. TYPE OF ACTIVITY OR INVESTIGATION 
 Dark Web Narcotics Investigation 

4. ACTIVITY DATE   
3/22/2019 

5. INSPECTOR | WRN 
 Rau-6734   

6. ADDRESS OF ACTIVITY / INVESTIGATION 
   

7. OTHER PERSONNEL  

8.
  S

U
BJ

EC
T 

PA
R

C
EL

 

ADDRESSES AND TRACKING INFORMATION 

TRACK NG # 
  

POSTMARK DATE 
  

ACCEPTANCE ZIPCODE/CITY 
  

WEIGHT 

  
POSTAGE $ 
  

Sender Name, Number, Street, Apt. No., City and State 
  
Addressee Name, Number, Street, Apt. No., City and State 
  

9. SUMMARY OF NVESTIGATION 
  
10. NARRATIVE 

On March 6, 2019, I was requested to review the Dream Market for the dark web vendor “Ghost831.”  Using the TOR 
network I logged onto the market and searched for the vendor.  Upon reaching the vendor page screen shots of the 
customer reviews were taken.  The attached screen shots were what the vendor review page looked like as of March 6, 
2019.  A copy of the pictures were placed on a CD and are available upon request.   
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